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DIT Mission

The Department for International 

Trade works to:

• achieve UK and global prosperity 

by;

• promoting and financing 

international trade and investment 

and championing free trade. 

The UK Government’s Cyber Security 

Export Strategy harnesses DIT offices 

worldwide, working in close 

partnership with other parts of 

government, trade and commercial 

experts, academia, industry and 

industry leading bodies.

Our role in post:

• Understand, define, articulate and 

communicate the UK cyber security 

offer;

• Assist client organisations who may 

benefit from the services of UK 

cyber security companies;

• Help clients understand 

requirements and define 

needs/problem statements;

• Connect these requirements to the 

UK cyber offer;

• Liaise with and support UK Cyber 

security firms overseas and in UK;

• Organise and deliver inward and 

outbound trade missions; and

• Provide cyber security industry 

thought leadership.



UK Cyber: Key Strengths

▪ Heritage (GCHQ & NCSC)

▪ Strategy and Consulting

▪ Cyber Security in FS

▪ Threat Intelligence

▪ Regulatory Compliance

▪ Applications of AI

▪ Monitoring (incl. national)

▪ Data Analytics

▪ Innovation (2 x Cyber Innovation centres opened)

▪ Commercialisation of Research (CSIT)

▪ IOT & ICS 

▪ Autonomous Systems, Transport & Maritime

▪ Cryptography
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Cyber security, data and risk 

management support is 

available in SE Asia from a 

number of established UK 

cyber security firms

70 years
of keeping the UK secure 

from cyber threats.

Our modern expertise 

comes from over



What is cyber security?

4

IDENTIFY

RECOVER
PROTECT

RESPOND DETECT

The UK offers 

world-leading 

managed services, 

training and advice 

at every stage of 

the cyber security 

life cycle

Identify

1. Asset Management

2. Strategy 

Development

3. Governance

4. Risk management

Protect

5. Access control

6. Training

7. Secure Network 

Infrastructure

8. Threat Intelligence

Detect

9. Event detection

10. Data analysis

Respond

11. Response 

planning

12. Incident analysis

13. Mitigation

Recover

14. Recovery planning

15. Business 

continuity/Disaster 

recovery

16. Communications 

and media



Themes
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1. The increasing costs of cyber security and cybercrime

2. Cyber Security – why its difficult to do and why you need help

3. Typical Investment required – its growing…

4. Board level understanding of cyber security

5. Solutions



The Costs of Cybercrime
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• March 2016, Philippines: COMELEC hack – 20 million citizens affected

• July 2016, United Kingdom: Tesco bank breach results in £16.4m fine in 2018, plus £2.2m 

stolen from 9,000 customer

• 2017, Global: WannaCry:  Biggest ransomware offensive in history, 150 countries and 

300,000 computers affected (mainly Russia, Taiwan, Ukraine and India). West hit first on the 

weekend, second wave struck Asia.

• June 2018, Singapore: SINGHEALTH breach – 1.5 millions patient records – COI ongoing

• August 2018 China: Huazhu Hotel Group – 500m pieces of customer data, data later for sale 

on Darkweb for 8 bitcoin ($57,000)

• Sep 2018, United Kingdom: British Airways, 100,000’s of credit card data stolen. BA ordered 

to pay compensation, fines as yet undetermined.



The Costs of Cybercrime

7

• The annual cost of global cybercrime is now 

US$600 billion or 0.8 percent of global GDP

• Costs of data breaches rose last year by 6.4 per 

cent – average breach cost $3.86m

• Cost of a single data record loss is $148

• Share price impacted – initially up to 5% and 

then, mid to longer term, 1.5 to 1.9% 

• Total time taken to identify, resolve and recover 

still high at 197 days to identify an 69 days to 

recover

• Time to identify and resolve = greater losses, 

higher costs and longer term denial of systems

27 Aug 18

$35.53

18 Sep 18

$27.07

28 Aug 18

Breach 

news hits 

media



The Challenge Cyber presents…
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• 20-25 billion connected devices by 2020 - 1 million a day

• Land and sea is limited but cyber space is not and is growing therefore the battlefield is 

dynamic and expanding

• It was tough when it was wired - now its wireless its even harder

• There could be up to $6 trillion in criminal activities in cyberspace – as threat actors 

increase

• Making the challenge larger, more complex and harder to solve

• Threat is more disruptive therefore we become more digitally dependant

• A minor annoyance 20 years ago can be catastrophic today we are ‘open-connecting’ CNI



Cyber Security – Why is it difficult to do?
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Cyber security is 

also an economic, 

psychological and 

human behavioural 

challenge all rolled 

into one
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Cyber 
security is not 
just a 
technical 
problem

L
e

g
a

l 
c
h

a
lle

n
g

e
s

Cyberspace 
is governed 
by a different 
set of rules
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Cybersecurity 
is ‘new’ and 
we’re still 
learning but 
not at the 
pace of 
technology

The concept of 

distance, borders 

and proximity all 

operate differently to 

the physical world

We haven’t had the 

time or experience 

to develop the 

comprehensive 

frameworks to 

address cyber risk



Cyber Security – Why is it difficult to do?
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Volume and diversity of connected 

devices increases complexity

Hacktivists

Act in support of a cause

Terrorists

Leverage cyber to recruit 

and act

Nation States

Pursue national interests

Criminal Organisations

Profit from malicious activityThe four primary types of 

cyber adversaries

More broad:

The attack surface is 

exponentially increasing

More dangerous:

Actors are increasingly 

moving to more 

destructive activity

More disruptive:

Potential impacts of cyber 

incidents are increasing

More frequent:

The volume of cyber 

activity is increasing

Critical infrastructure is at the 

centre of actors malicious activity

Low barriers to entry and high 

ROI incentivises actors

Digital dependence is making 

business and society vulnerable

Because of 

these actors 

the cyber 

threat is 

becoming… 



Solutions 1: Board Level Understanding

11

Building stronger defences through cyber literacy - You can’t manage risk you don’t 

understand.

• Businesses deal with challenges as complex, if not more complex, than cyber security.

• Highly capable leaders successfully navigate highly complicated topics.

• All too often the complexity of the subject is one the most common misunderstanding. Some 

misconceptions:

• The first: that ‘cyber is too complex so I won't understand it’

• The second: that ‘cyber is sophisticated so I can't do anything to stop it’.

• And the third: that ‘cyber is targeted so I'm not at risk’.

• At board level, close the knowledge gap between the board and the technical team.

• Board members become a little bit technical. Just so that you can define and discuss the risks, and 

the C Suite can ask challenging questions of their teams.

You don’t need to know everything. Just enough to make your own defences stronger.



Solutions 2: Making the right Investments
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• Today, typical expenditure on cyber security is between 9.8 and 13.7 of the annual IT 

budget - this a cross sector, cross industry average

• For banks and financial institutions it should be higher

• As the scale of the problem grows and the skills become more scarce, it would be prudent 

to increase budgets by approximately 3% per annum YOY up to at least 30% by 2025

• Don’t rely on technology solutions, the whole security process requires human 

understanding and management

• If you don’t invest in protecting the data and infrastructure you may end up with none left to 

protect

• Hindsight in the face of a significant cyber attack/data breach is not easy… its very difficult 

and painful



Solutions 3: The Enemy has Limitations
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Its not all bad news…

• There are capacity limits on bad guys:

• Limited number of paths to attack

• Not an infinite number of ways to mount attacks

• Hacking is technically difficult and ultimately dangerous

• Goals are limited, money, data for money, disruption

• Bad guys are forced to operate on your domain – you know the ground as a defender and 

can prepare it to your strengths and weaknesses

• You have the ability to call on expertise and specialist support 

• You have power to make it harder for attackers reducing their chances of success and ROI

• You can defend both individually and collectively



Solutions 4: Take ACTION Individually – Build cyber defences
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Inward

Facing

Tools

Mindset

C-Suite priority

Focus executives time and 
attention on cyber issues

Communication

Set goals across 
sthe organisation

Risk Management 
Framework

Incident Response 
Plan

Develop an IRP then 
practice it

Accountability

Incorporate cyber 
security into 

performance reviews

Performance Metrics

Set metrics for cyber 
security like any other 

business function

Outward Facing Tools

Cyber Security 

Partner & Network 

Defenders

Law 

Enforcement

Coordinated 

Response
Alliances & 

Partnerships

Threat 

Information 

Sharing

Economic 

Benefits

Better 

Informed & 

Prepared

Transfer of 

knowledge & skills

Stronger, more 

active defences

Shorter attack 

windows

Shorter overall TTR 

incidents
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Solutions 5: Take Action Collectively whilst operating differently

Obligation to disclose 
information 

Change how 

competition occurs in 

cyber security

Its not what you know –

but what you do with 

what you know

Collectively undermine 

the criminal business 

model

Make the criminals 

undertake process re-

engineering… no one 

enjoys that..

Coordinate disruption 

and response activities 

via private sector 

alliances

Not ‘hackback’ but 

focussing on the 

comparative 

advantages available 

to you all



Solutions 6: Cyber Security is not a mystery, its both a science and an art
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Standards

PEOPLE

Privacy Team, Security Team, Programme Team, 

Stakeholders, Employees, Partners, Suppliers, 

Customers, C-Suite, Board, Investors, Public.

PROCESS

strategy, programme management, risk 

management, funding, resourcing, policies, 

procedures, records management, data discovery 

& cleansing, supply chain management, CRM, 

incident handing and breach notification, audit, 

monitoring and continuous improvement

TECHNOLOGY

Firewalls and internet gateways, identity and 

access management, access control, 

authentication, security configurations standards, 

vulnerability management, strong encryption, back 

up systems. 

Cyber Security can be divided into 

Control Areas:

• Funding

• Security Organisation

• Governance

• Policies

• Risk Management

• Awareness & Education

• Networks & Infrastructure

• Security Operations 

• Threat Intelligence, Detection & 

Monitoring

• Data Subject Management

• Third Party Supply Chain

• Incident Management

• Compliance



Solutions: Summary
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• Take full inventory of both systems and data - you cannot defend what you understand

• Don’t hold assets with HIGH DAMAGE POTENTIAL and LOW VALUE to the 

ORGANISATION

• No matter how good you get expect - at some point the THREAT will MANIFEST be 

prepared

• Its not what happens to you its how you respond so train, drill and practice that response -

including live training and media exercises

• Pool resources, build alliances – strength in numbers and strength in depth

• Don’t compete on what you know but on what you do with what you know

• Start undermining how criminals make money:

• Deny them ground

• Make them work harder

• Make them go elsewhere

• Protect flank and rear areas – think supply chain integrity and insider threats.



And don’t forget the regulations…



NCC GROUP ABS SCCS STUDY TRIP – JUNE 2018

• Philippines Data Privacy Act (2012)

• Philippines Cybercrime Prevention Act (2012)

• BSP Circular No. 982 Information Security

• Global PCI DSS Payment Card Industry Data 

Security Standard

• EU General Data Protection Regulation 

(GDPR)

• EU Payment Services Directive Rev 2 (PSD2)

• UK Financial Conduct Authority (FCA) 

• US Securities & Exchange 

Commission (SEC)
• US Sarbanes Oxley Act

• US Financial Industry Regulator 

(FINRA)

• US NYDFS Cybersecurity Regulation

Cyber Regulation



Ways to approach Governance and Cyber Risk
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• Geared to meet legal and regulatory compliance obligations such as 
FCA, GDPR, SoX or PCI DSS 

• Reduces the risk of non compliance fines & penalties

• Regulation based approach to security projects

Legal Regulatory

• Based on enterprise risk assessment to include technical and non-
technical risks including, loss compromise of data and or systems, 
customer confidence and reputational damage, financial loss, loss of 
operational capability

• Organisations Security Strategy & Principles based

Risk Based

• Focussed on systems and data security across the estate

• Adopts a ‘secure by design’ approach for boundary, network O/S, 
apps & data and information supply chain

• Based on industry best practice

Design Based



Regulatory Approach
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Identify legal and 
industry compliance 

requirements

Design, build, test, 
run and assure 

systems to meet 
standards

Take commercial 
and reputational 
advantage of this 

security assurance

• Abide by the law in all countries of 

operation e.g. GDPR

• Meet sector specific compliance 

obligations:

• National Data Protection Law

• National Cybersecurity Law

• National Financial Regulations

• Industry Standards

• International Regulations 

• Customer expectations, e.g:

• ISO 27001/22301

• NIST CSF

Requires:

• Sponsorship

• Budget

• Resources/Skills

• Organisation



Secure By Design Approach
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Security Architecture 
and Design Principles 

defines and 
communicated

Industry standards 
and specifications 

selected

Systems Development 
Lifecycle and BAU 

processes enhanced  –
over time this becomes 

baked in culture

• All systems are securely designed and 

meet a high level of security controls

• Requires substantial sponsorship, 

budget and resource

• Reduces risk across the environment

• High security as a ‘state of being’ and 

a solid expectation of external 

stakeholders

• Allows less agility, longer lead times

• Meets evolving principles for security 

by design meeting higher current 

expectations for secure systems 

following high profile breaches

Requires:

• Longer Term 

Investment

• Security Maturity 

Aspiration/Driver

• Becomes ‘DNA’ of 

organisation

• Low Risk Appetite



Risk Based Approach
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Define data value  
inventory all systems 

and data 

Review threats and 
vulnerabilities regularly

Assess and manage 
risk obtaining 

ownership and risk 
decisions

Provide visibility of 
risk decisions and 

keep board updated 
on risks

• Effort and expenditure 

focussed on key or critical 

issues

• Requires a clear 

understanding of the risk 

appetite

• Requires a sound and 

standardised risk 

methodology

• Allows agility

Requires 

understanding of:

• Data Value

• Systems

• Threats & 

Vulnerabilities

• Impact of Losses

• Risk Appetite



Summary
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▪ UK cyber security brand 

justifiably strong & cross 

government supported

▪ DIT exists to help UK 

companies export and to help 

client organisations understand 

and define their needs

▪ Range of support options, 

advice to overseas missions

▪ We are keen to help

▪ Please get in touch
reuben.sinclair@trade.gov.uk


